Notification of Action Taken in Response to a Security Incident
December 5, 2008
Dear ISP,

We have been alerted to some suspected suspicious activity originating from a domain and/or address range under your purview.  Please see details of this incident below:

	Date of incident
	December 4th 2008

	Duration/repetition of incident
	For an unknown duration the listed offender has sent out false statements, via email, stating that energystar.gov has changed their domain, and asked the recipient to bookmark their own domain. They have set up their website with a fraudulent use of iFrames displaying energystar.gov web pages.

	Originating domain/address
	energystar-gov.com

195.5.168.178

	Network affected
	energystar.gov 

	Activity
	The offender is masquerading as the webmaster of energystar.gov and sending e-mails out about the ENERGY STAR website changing their domain and asking that the user change their links (see copy of email below).  The offender is attempting to direct traffic away from energystar.gov to their domain.

	Effect
	Companies who want to refer visitors to our Website are being given false information. 

	Action requested
	As a precaution we have shunned the IP address of the offender from our network and request for you to block the energystar-gov.com domain immediately.


Please contact us with questions you have about this incident via email to admin@energystar.gov, and with details on the steps you have taken to mitigate the situation.
Sincerely,

Bethany Williams,

Security Officer, ENERGY STAR website

SRA International

Fraudulent Email sent out:

From: Bill Nothing [mailto:energystar.gov@googlemail.com <mailto:energystar.gov@googlemail.com> ] 

Sent: Thursday, December 04, 2008 5:10 AM

To: info@littlejumpingbeans.com

Subject: Our website will be switched off 

Dear webmaster 
of the website http://www.littlejumpingbeans.com/
We`re writing to you, because our web address (http://www.energystar.gov/) will be switched off in a couple of weeks. 
We would be grateful if you could change the link on your site 

(http://www.littlejumpingbeans.com/store/pc/viewcontent.asp?idpage=3)

to our new website (http://www.energystar-gov.com/)

We wish to thank you for your help.

Yours faithfully Webmaster energystar-gov.com <http://energystar-gov.com/>  

